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Thank you! 

• Suzanne Richardson 

• Catherine Paquet  

• CAREB 

• All of you! 



Disclosures/COIs  

• None to report 



Objectives 

• Explore the ways Internet research has shifted 
over the past 15 years 

• Describe today’s infrastructural specificity and 
how it affects human subjects research 

• Review common forms of Internet, social 
media, and big data research 

• Provide suggestions for IRBs reviewing these 
forms of research 



The Early Days 



Behavioral Research: Then 

https://youtu.be/yr5cjyokVUs


Behavioral Research: Now 



https://www.youtube.com/watch?v=HKgyrB2duRc






A Quiz…  
What year is this: 



Three Periods of Internet Research 



Moving From:  
“An” Internet of Anonymity 





To: “The” 
Internet of 
Identifiability 



The Old Days 

• We went to “it” 
• Oftentimes, we downloaded “it” (and maybe “owned” it) to 

our own device (we controlled what we got) 
• Sometimes, we even downloaded it WITHOUT SIGNING A 

TOS/EULA! Does anyone remember anonymous FTP? 
• We decided what we wanted to see, explore, do 
• We could be “invisible” if desired—and it didn’t mean we 

were doing something wrong 
• We had to “connect” – connectivity was not ubiquitous nor 

pervasive 
• We weren’t under continual surveillance (at least not 

willingly) 
 

 



Source: Fred Cavazza, Paris, France 



Social Media Landscape (2009) 











A human subject is defined by DHHS as a living individual about whom a research investigator 
(whether a professional or a student) obtains data through intervention or interaction with the 
individual or from individually identifiable information. 
 

"Intervention" as defined by DHHS regulations means both physical 
procedures by which data are gathered (for example, venipuncture) and 
manipulations of the subject or the subject's environment that are 
performed for research purposes. [45 CFR 46.102(f)] 
"Interaction" as defined by DHHS regulations means communication or 
interpersonal contact between investigator and subject. [45 CFR 
46.102(f)] 
"Private information" as defined by DHHS regulations means 
information about behavior that occurs in a context in which an 
individual can reasonably expect that no observation or recording is 
taking place, and information which has been provided for specific 
purposes by an individual and which the individual can reasonably 
expect will not be made public (for example, a medical record). [45 CFR 
46.102(f)] 
"Identifiable information" as defined by DHHS means information that 
is individually identifiable (i.e., the identity of the subject is or may 
readily be ascertained by the investigator or associated with the 
information). 







Let’s Consider another example of  
Third Wave Internet Research: 

• Investigator buys a data set from Geofeedia 

• Geofeedia is an aggregator and constantly 
mines “public” social media and Internet sites 

• “Location-based Intelligence” 

• From the protocol, we know: 

 



Data used for this analysis will come from multiple social 
media sources and delivered through the social media 
platform Geofeedia.. Social media data from Twitter, 
Instagram, Facebook, YouTube, Flickr, Picasa, Sina Weibo, 
and VK will be mined for opioid- and heroin-related themes. 
Geofeedia provides a comprehensive collection of social 
media data that allows a user to search by location for a set 
of defined keywords, hashtags, and emoji’s, etc. It also 
provides the ability to look backwards through time, as well 
as identify social networks by looking at how users interact 
and influence others in the social network. All posts are 
location-explicit and allow for easy mapping. Although all of 
the data used are publicly available, we will have the data 
deidentified (usernames anonymized and replaced with 
digital alpha/numeric code) and the locations will be be 
slightly offset by rounding the latitude/longitude coordinates 
by two significant digits. 



Once the recordings have been initiated, we will geocode the crime data 
for the city of REDACTED. This will convert address-level data to 
latitude/longitude coordinates to be used for the spatial modeling. 
Geocoding the addresses and spatial modeling will be performed using 
ArcGIS 10.3. Local spatial clustering statistics such as Local Moran’s I and 
Getis-Ord Gi*, will be used to detect clustering within the defined study 
sites. Once this is complete, social media-identified clusters will be 
mapped onto clusters of opioid and heroin-related arrests. These crime-
related clusters will serve as a baseline and will be used for comparison 
with those clusters identified through social media. The goal is to 
examine how well social media-derived clusters may serve as a proxy for 
real time surveillance of the epidemic. Here, we want to determine how 
well the social media-identified clusters overlap with those found in the 
crime data. One limitation may be that additional clusters may be 
discovered from those derived from social media and that these may 
not necessarily represent new, previously unknown clusters…. 





 
• Ask investigators to include screen shots with protocols—

can help in understanding data flows, recruitment 
processes, etc 

• Don’t collect what you don’t need! (Opportunistic data) 
• Consider: Data in use, at rest, and in transit: Different 

ethical considerations and security measures; describe 
procedures (including safeguards for collecting, storing, 
processing subject data and data destruction) for 
minimizing potential risks to subject's confidentiality 

• Explain how data are maintained.  In individually 
identifiable form, aggregate form, anonymized? 
– Becoming more and more significant with data sharing and data 

use agreements (NIH, NSF mandates); important for researchers 
to work with IRBs in planning for data sharing! 

• Specify where and under what conditions individuals will 
have access to the data, what will be available and to 
whom. (Univ of Denver) (eg, Air gap?) 
 



• If aggregated anonymized data will be made publicly available, consider whether 
subjects could be (re)identified, and what level of risk applies: 
  

• Reconsider minimal risk and everyday life:  
 

 “We anticipate that your participation in this study presents no greater risk  than 
 everyday use of the internet” (Cornell) 

– “Although every reasonable effort has been taken, confidentiality during actual Internet 
communication procedures cannot be guaranteed.” 

– “Your confidentiality will be kept to the degree permitted by the technology being used. 
No guarantees can be made regarding the interception of data sent via the Internet by 
any third parties.” (Penn State) 
 

• Address uncertainty in data longevity in more open-ended terms: 
 “Data may exist on back ups or server logs beyond the timeframe of this 
 research project” 
 
• Clarify that one’s consent to use, eg, Facebook, is not the same as consent to 

participate in research 
 

• Ensure research is not in violation of TOS, user standards, norms 
 

• Disclose what third party sites may be used for collection, storage, dissemination 
and that access by third parties is possible (we may not know and that is ok!) 
 



• Develop and use data security plan 
– See, for example Harvard, North Carolina, Oregon, Pitt 
– Becoming more regular to have a SECURITY person (NOT JUST A TECH 

PERSON!) on boards 
 

• Move away from “locked file in a locked office” mentality; the “cloud” 
or dispersed computing is the new normal! 
 
– “Although it is unlikely that anyone will try to gain access to your email, you 

have the right to know that email transmissions are not private and 
therefore transmission of information through this form cannot be 
guaranteed to remain confidential.” (Bard) 
 

– “Please note that the online survey is hosted by Company ABC which is a 
web survey company located in the USA.  All responses to the survey will 
be stored and accesses in the USA.  This company is subject to U.S. Laws, in 
particular, to the US Patriot Act/Domestic Security Enhancement Act that 
allows authorities access to the records that your responses to the 
questions will be stored and accessed in the USA.  The security and private 
policy for Company ABC can be viewed at http://...”  

• Encryption 
• Remote deletion and remote lock down capabilities 
• Remote storage and backups 
• Work with your IT and CIO! Collaboration is key. 



Thank you! 

• Elizabeth Buchanan, Ph.D. 
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