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Learning Objectives
1. Provide participants with insights into the
range of digital platforms and their
potential application in HIV and Addictions
research
2. Discuss privacy, security, and compliance
issues in using digital platforms in
research
3. Explore strategies for conducting and
reviewing these types of research
protocols
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Digital Health Call to Action
Digital platforms are key to meeting the challenges of health
care provision in the 21st Century. Digital health solutions
can dramatically improve the lives of a growing number of
people with chronic conditions. This digital transformation
allows systems to become more efficient and patient-centric.
We must learn from past research mistakes by including the
most vulnerable among us in research. Not to do so robs
them of dignity, autonomy, places them at an increased risk,
and unjustly excludes them from the benefits of new
research developments.
With adequate forethought, human subjects issues can
be identified and addressed.
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What are digital platforms
•
•
•
•
•
•
•
•

Computer
Internet
Social Networking Platforms
Apps
Tracking Devices
Wearables
Virtual Reality
Sensors for patient monitoring
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Disease Management
•
•
•
•
•
•

Medication adherence
Diabetes control
Asthma control
Hypertension & heart failure
Psychological support
Increase self-care behaviors in patients following a
lung transplant
• Monitoring and advice regarding chemotherapyrelated toxicity symptoms
• Monitor vital parameters (blood pressure, heart
rate, weight)
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Health Behavior Change
• Smoking cessation
• Safer sexual behavior promotion
• Reduce alcohol and other drug consumption
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HIV & AOD Research Using Digital Platforms

1. Reach Participants
2. Retain & Engage Participants
3. Intervention
4. Behavioral Surveillance
9

Example Online Recruitment
• Consumer marketing companies
• Facebook ads
• Google ads
• Banner ads on recovery & pro-drug
websites
• Ads on sex seeking websites
• Pro-drug message boards
• Craigslist
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Online Recruitment of Participants
 With Online Behavioral advertising tools:

20-30 years old
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Medication Adherence-Retain & Engage
• Placebo-controlled Trial of Bupropion for
Smoking Cessation in Pregnant Women
• Daily text messages
– Intro: Baby Development Messages
– Ending: Reminder to take study medication
– Assessment: Respond when medication taken
• Had to revise protocol to include handing out cellphones
– Participant service cancellation
– Mobility of population –lack of “place of residence”
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Intervention Delivery
• Preventing Risky Drinking in Veterans
Treated with Prescription Opioids
•
•
•
•

Phone counseling
Daily text to reinforce counseling session
Weekly surveys via text messaging
Risky drinking recorded in electronic medical
records
• Participation in research study recorded in
electronic medical records

• Would doctors stop prescribing opioids to
participants who qualified for the study?
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Intervention Delivery
 Impact of Enhancements to Smartphonebased Continuing Care for Alcohol
Dependence
• Counseling/Recovery App
– Meeting locations
– Message board
– Recovery Pod cast
• GPS technology
– “Ping” + “Message” if participants nears old “using
locations” (and counselor is notified)
– Meeting checker
• Smartphones distributed
14
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A-Chess Smartphone App

David Gustafson http://chess.wisc.edu/chess/projects/AddictionChess.aspx
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Behavioral Surveillance: Geographical
Momentary Assessment
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Behavioral Surveillance: Geographical
Momentary Assessment

17

Behavioral Surveillance: synthetic marijuana

Curtis, B., Alanis-Hirsch, K., Kaynak, O., Cacciola, J., Meyers, K., McLellan, A.T. Using web searches to
track interest in synthetic cannabinoids (aka “herbal incense”). Drug and Alcohol Review, 34(1): 105-108,
2015.
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Predicting AOD Relapse and Treatment
Completion from Social Media Use
• Recruit 1,000 new patients
• Newly enrolled (past 30 days)
• 1 Status update (longer than 30 days)
• Area Philadelphia community-based outpatient
substance abuse treatment programs
• IOP
• OP
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Predicting AOD Relapse and Treatment
Completion from Social Media Use
• Participants are asked to:
• complete an intake battery
• report weekly on their AOD via an online survey
• give permission to extract treatment entry, discharge, and
urinalysis data from their clinic record
• give permission to extract data from their Facebook and/or
Twitter accounts

• Monitoring participants for 26 weeks postbaseline
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Weekly Questions
 Relapse
 Binge drinking
 Type of drug(s) consumed

Should these questions be asked via Text
Messages?
What about after finding out 50% of the
participants are in treatment because of
relationships with the legal system
21
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VERA
Virtual Environments for
Raised Awareness (VERA)
mobile phone application
enables users to take photos
representing their health
decisions and share them
with other VERA users who
can then post comments

http://idl.cornell.edu/projects/vera-and-emoms/
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CenceMe
CenceMe mobile phone
application uses passively
collected phone sensor data to
make inferences regarding
physical activity (e.g., whether
the user is sitting or walking)
and social states, and then
these inferred states are
shared with the user's social
network via the user's status on
Facebook, Twitter or other
networking tools

http://metrosense.cs.dartmouth.edu/projects.html
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SPARX
SPARX (Smart, Positive, Active,
Realistic, X-factor thoughts) is a
free online computer program
intended to help young persons with
mild to moderate depression. The
game teaches them how to resolve
their issues on their own, according
to a talking psychotherapeutic
approach called Cognitive
Behavioral Therapy. Before taking
part in this game, a personality test
is required to determine if SPARX
will be suited and helpful for the
user.

https://www.sparx.org.nz
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Novel vs. Better vs. Unfamiliar
Unfamiliarity: digital health research has been going on for a
few years. Most people are simply unfamiliar with it because
they haven’t seen it yet.
Better Technology: Depending on the study, a portion of
digital health research is simply doing the sorts of research
we’ve seen before, but using better technology. Once we
filled out surveys using pen & paper, then Scantron, then a
computer, then a mobile device.
Novel Technology: A useful combination, truly new method
for collecting data, new data type, or emergent property.
Examples include continuous monitoring, GPS tracking and
integrations, some forms of telemedicine, etc.
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Science & Technology Policy Problem
• We need to accept that
technology is in a continuous
state of development.
• We must create flexible and
sensible guidance that
adapts to technology.
Everything old was new at one
point in time.
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Silicon Valley vs. Researchers
How tech developers approach designing their
product is fundamentally different from how
human subject researchers design studies.
The two cultures need to court one another and
spend the time to learn where the boundaries
are.
Difficulties of interdisciplinary work!
This is not a new problem!
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Interdisciplinary Struggles
• Manage and understand the
different cultures
• Make clearer roadmaps for
development
• Institutions should promote
research ethics boards
involvement in the
development of tech tools
• Ensure there is regulatory
and research oversight
involvement during
development.
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Change in Study Design
In some cases, the entire digital platform is the
research study design:
• Massive improvement in the amount and types
of data being collected and merged
• The underlying schema and build of the app
directly impacts the risk to participants
• Exploratory apps with lots of integrations make
the details “under the hood” critical to
understand
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Protections
• One size does not fit all
• Protection requirements may vary depending
on the population being studied and the type
of data being collected and stored
• Research on highly stigmatized and illegal
behaviors require extra protections
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Privacy Protections
• Minimizing privacy invasions
• To invade privacy is to violate people's space,
to intrude where not welcome or not trusted,
or to seek to control access to people against
their wishes
• Research Ethics Boards and researchers
should discuss practices taking place
regarding:
• Recruitment
• Consent
• Timing/location of procedures
• Research methods
34
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Privacy
• Participants expectation of privacy is not
always ―reasonable.
• They may assume that their information
provided or available on the Internet or on
their smartphone is private.
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Audience Question
• What strategies do you recommend to
protect the privacy of participants when
participating in research using digital
platforms?
• To ensure participants only “share” what they
are comfortable sharing?
• To ensure participants aren’t at greater risk by
being in the study?
• To ensure the research is not “too” intrusive?
• To ensure data is only collected from people
who have consented (and not their 2,000
“friends”)? Å touchy topic
36
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Confidentiality: Data Protection
• Researchers must be able to demonstrate
to participants that the access to their
information will be controlled in a way that
is acceptable to them.
• and meets standard Internet data protection
protocols
• Every detail of subsequent data
management need not be communicated to
subjects
• though it should be worked out clearly in the
protocol!
37

Confidentiality: Data Protection
• Minimizing risk of confidentiality breaches:
• Using procedures that are consistent with
sound research design and that do not
unnecessarily expose participants to risk.
• Risks to participants are reasonable in relation
to anticipated benefits.
• There are adequate provisions to maintain the
confidentiality of data.
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Privacy and Confidentiality: Subjects Perspective
Physical Harm

Social Harm

If I have the phone on me and get a text, my
dealer or people I use with will think I’m an
informant
Friends/Family will conclude I’m using drugs
because of the texts…and know of my
involvement in a research study…won’t
want to be around me

Economic Harm

It will cost me money to send and receive
text messages; Phone data charges

Legal Harm

Text messages will identify me as a drug
user to police; Police will know where I use
and buy drugs; If Police find out I’m in this
study, they will know I’m a drug user
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Data Collection & Security
1. The tech industry is accustomed to collecting all
the data that’s possible and using it without the
type of oversight required in human subjects
research.
2. In human subject research, only the minimal
amount of data necessary to answer the research
question is allowed and all data collection must be
justified.
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Audience Question
• Does your institution have a research
data security (and disposal) plan?
• What about for studies that use smartphone
apps?
• Text Messaging?
• Social Media platforms?
• GPS?
• Sensors

• Any special consideration/guidance
given to certain “behaviors” being
studied?
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Recommendations
Training:
• Potential users of data
• IT personnel
• Research Ethics Boards
Checklist / “cheat sheet”
• Include common misconceptions
• Develop new vendor checklists to make sure that
new digital health tools are validated and that
data demands are known and agreed to
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Example Case Study
Predicting AOD Relapse and Treatment Completion from
Social Media Use
• Recruiting adult participants attending outpatient drug
treatment
• some of the participants are ordered by the court to attend treatment

• Hired a company to collect their social media data from when
they opened their account until 26 weeks from starting
treatment
• Images, videos, post, private messages, etc
• Content is timestamped and link to accounts of others on the social
media platform
• Able to merge data from all of their SM accounts and Browser searches

• Weekly text messages ask participants if they relapsed and to
provide information about which drugs they used in the last
week
This is an example…I am not doing this in my study
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Ethics Review Board Composition
• It is time to have IT professionals on our
boards (maybe even general counsel)
• The sophistication present in the new
technology used in digital health and mobile
apps is at a level where your typical Ethic
Review Board member doesn’t have the
expertise to evaluate it.
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Ethics Review Board Composition
What should we ask them to do?
Overall assess the technology with a particular focus
on issues surrounding:
1.
2.
3.
4.
5.
6.

Data collection & sharing
Security
Storage
Analysis
Privacy
Confidentiality
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Example Case Study
Predicting AOD Relapse and Treatment Completion from
Social Media Use
• What are the cybersecurity measures?
• How do we make sure data is collected only from people who
consented to being in the study?
• What about the merging of data from multiple data sources?
• Does participating in the study place people at a greater risk?
• “Hired a company to collect their social media data from when
they opened their account until 26 weeks from starting
treatment”
• This is against Terms and Service of Facebook and many other
SM companies…is the University willing to take this risk on?
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ANY QUESTIONS?
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