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Case Studies

Home Mobility Sensor Home Mobility Sensor Home Mobility Sensor Home Mobility Sensor 
SystemSystemSystemSystem
• Elderly person at an early stage of Elderly person at an early stage of Elderly person at an early stage of Elderly person at an early stage of 

dementia who had no prior cognitive dementia who had no prior cognitive dementia who had no prior cognitive dementia who had no prior cognitive 
difficultiesdifficultiesdifficultiesdifficulties

1. Who are the affected parties in this 
situation?

2. What interest(s) (material, financial, 
ethical, other) does each party have in the 
situation? Which interests are in conflict?

3. What ethical issues does this case raise? 

4. Should this project receive REB approval?  
Under what conditions?

Medication Management Medication Management Medication Management Medication Management 
Smartphone AppSmartphone AppSmartphone AppSmartphone App
• Elderly person with lifeElderly person with lifeElderly person with lifeElderly person with life----long long long long 

intellectual disabilityintellectual disabilityintellectual disabilityintellectual disability

1. Who are the affected parties in this 
situation?

2. What interest(s) (material, financial, 
ethical, other) does each party have in the 
situation? Which interests are in conflict?

3. What ethical issues does this case raise? 

4. Should this project receive REB approval?  
Under what conditions?



About AGE-WELL

AGE-WELL NCE (Aging Gracefully across Environments using 
Technology to Support Wellness, Engagement and Long Life 
NCE Inc.) is Canada’s technology and aging network. 

AGE-WELL is dedicated to the creation of technologies and 
services that benefit older adults and caregivers. 

Our aim is to help older Canadians maintain their 
independence, health and quality of life through 
technologies and services that increase their safety and 
security, support their independent living, and enhance 
their social participation.

http://agewell-nce.ca/



Persons who aging into or with cognitive impairments



Cognitive impairments & technology

Information technology (IT) can help with difficulties 
processing, learning, and remembering information.

Electronic Schedulers Electronic Schedulers Electronic Schedulers Electronic Schedulers 

and and and and remindersremindersremindersreminders

Monitoring and Monitoring and Monitoring and Monitoring and 

tracking devicestracking devicestracking devicestracking devices

Communication apps such Communication apps such Communication apps such Communication apps such 

as as as as FacebookFacebookFacebookFacebook
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Cognitive 
mechanisms 
and abilities 

may vary over 
time

Invisible 

disabilities

Complexity VS 

cognitive 

impairments

Capacity to 

weigh 

pros and cons

Cognitive impairments and technology: 
challenges and ethical issues



Develop and validate a framework on ethical factors that 

impact technology adoption by aging persons with 

cognitive impairments

Develop a mobile application to promote safe and rational 

medication use by aging persons with cognitive 

impairments

WP8.3 PRIV-SENSE: 

Privacy, Security, And Ethics Of 

The Use Of Emerging Technologies

Overview of the AGE-WELL WP8.3 project



Privacy

Privacy is divided into three domains: 

(a) territorial privacy (physical area surrounding a person), 

(b) privacy of a person (protection of a person against undue interference), 

(c)(c)(c)(c) informational privacy informational privacy informational privacy informational privacy (refers to the “right of individuals to determine if, 
when, how and to what extent data about themselves will be collected, 
stored, transmitted, used and shared with others” (Cannon, 2005, p. 9). 

SecuritySecuritySecuritySecurity, on the other hand, is the set of mechanisms required to protect 
privacy (Cannon, 2005, p. 9).

Cannon, J. C. (2005). Privacy: What developers and IT professionals should know? Harlow, UK: Addison-Wesley.

O’Brolcháin, F., Jacquemard, T., Monaghan, D., O’Connor, N., Novitzky, P., & Gordijn, B. (2016). The convergence of virtual 
reality and social networks: Threats to privacy and autonomy. Science and Engineering Ethics, 22(1), 1–29. 
doi:10.1007/s11948-014-9621-1



Persons with cognitive impairments 
are particularly vulnerable to privacy 
breaches.

Shpigelman, C. N., & Gill, C. J. (2014). How do adults with intellectual disabilities use facebook? Disability & Society, 29, 1601–
1616. doi:10.1080/09687599.2014.966186

Wehmeyer, M. L., Smith, S. J., Palmer, S. B., Davies, D. K., & Stock, S. E. (2004). Technology use and people with mental 
retardation. International Review of Research in Mental Retardation, 29, 291–337.
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•monitoring their whereabouts through the 
use of tracking devices 

• a potential source of privacy intrusion and 
may lead to stigma associated with 
“tagging”

• users might be discriminated against

Stock, S. E., Davies, D. K., Wehmeyer, M. L., & Lachapelle, Y. (2011). Emerging new 
practices in technology to support independent community access for people with 
intellectual and cognitive disabilities. NeuroRehabilitation, 28, 261–269.

Zwijsen, S. A., Niemeijer, A. R., & Hertogh, C. M. (2011). Ethics of using assistive 
technology in the care for community-dwelling elderly people: An overview of the 
literature. Aging & Mental Health, 15, 419–427. 
doi:10.1080/13607863.2010.543662



Hajer Chalghoumi, Virginie Cobigo, Crislee Dignard, Amélie Gauthier-Beaupré,
Jeffrey W. Jutai, Yves Lachapelle, Johanna Lake, Rawad Mcheimech & Maxine Perrin (2017):
Information Privacy for Technology Users With Intellectual and Developmental Disabilities: Why
Does It Matter?, Ethics & Behavior, DOI: 10.1080/10508422.2017.1393340

Social model of disability.  

• Vulnerability is not inherent to physical, sensory, cognitive, mental 
limitations.

• Different factors interact to create a “vulnerability situation.” 

Should their privacy be protected beyond common practices, or 
should autonomyautonomyautonomyautonomy be the guiding principle for technology 
development and related policy development?



Privacy Privacy Privacy Privacy attitudes attitudes attitudes attitudes 

Privacy behaviorsPrivacy behaviorsPrivacy behaviorsPrivacy behaviors

As As As As persons persons persons persons with cognitive impairment with cognitive impairment with cognitive impairment with cognitive impairment are among the most are among the most are among the most are among the most 
vulnerable to privacy threats, understanding their attitudes toward vulnerable to privacy threats, understanding their attitudes toward vulnerable to privacy threats, understanding their attitudes toward vulnerable to privacy threats, understanding their attitudes toward 
IT use IT use IT use IT use and their ways of protecting their privacy is important to and their ways of protecting their privacy is important to and their ways of protecting their privacy is important to and their ways of protecting their privacy is important to 
inform ways of promoting inform ways of promoting inform ways of promoting inform ways of promoting their autonomy their autonomy their autonomy their autonomy when using IT when using IT when using IT when using IT and and and and 
balance the need for protectionbalance the need for protectionbalance the need for protectionbalance the need for protection....



Research Gap

•gathering information indirectly instead of directly



Develop and validate a framework on ethical factors that impact 

technology adoption by aging persons with cognitive impairments

Methods

Method 3

Focus groups 

with aging 

persons with 

cognitive 

impairments 

and their 

caregivers

Method 1

Comparative 

analysis of 

existing 

policies

Method 2

Systematic 

literature 

reviews

Method 4

Interviews 

with key 

stakeholders, 

e.g. managers 

and 

technology 

developers

Develop a mobile application to promote safe and rational medication use

by aging persons with cognitive impairments

Method 5: Monitoring related to: 1) technology development, 2) Technology  adoption by aging 

persons with cognitive disabilities and 3) Transdisciplinary team work



Guidelines for Ethical Research

• Griffin, T., & Balandin, S. (2004). Ethical research involving people 
with intellectual disabilities. The International Handbook of Applied 
Research in Intellectual Disabilities, (pp. 61–82) UK: Wiley.

• Mayo, A. M., & Wallhagen, M. I. (2009). Considerations of informed 
consent and decision-making competence in older adults with 
cognitive impairment. Research in Gerontological Nursing, 2(2), 
103–111. Retrieved from https://search. 
proquest.com/docview/194674464?accountid=14701



Recruitment

• Participants were recruited from a regional health institution in Eastern Ontario using 
convenience and purposive sampling. 

• This approach is appropriate given the hard-to-reach nature of the study population and 
the need to engage compatible and similar participants to create a comfortable and 
productive conversation. 

• To participate, individuals with IDD were required to have the physical capacity to 
independently operate IT, as well as the capacity to answer questions, with or without 
support, about technology use (e.g., ability to recall experiences and verbally relay them 
to the moderator).

• Formal caregivers identified potential participants and obtained their verbal consent to 
participate using a description of the study in plain language, prepared for them by the 
research team. Interested and eligible participants were then invited to participate in a 
focus group, where written consent was obtained using a simplified consent form. 

• At the beginning of the first focus group, the research assistants checked the 
participants’ understanding of the study and their rights as research participants. 
Research assistants also reassessed consent at the beginning of each of the three 
focus groups and reminded participants that they could withdraw from the study at any 
time, without negative consequence. 

Abrams, L. S. (2010). Sampling ‘hard to reach’ populations in qualitative research: The case of 
incarcerated youth. Qualitative Social Work, 9(4), 536–550. doi:10.1177/1473325010367821



Implications for IT Development and 
Commercialization

Balebako, R., Marsh, A., Lin, J., Hong, J. I., & Cranor, L. F. (2014). The privacy and security behaviors of 
smartphone app developers. In Workshop on Usable Security (USEC, 2014). San Diego, CA.

Cavoukian, A. (2012). Privacy by design [leading edge]. IEEE Technology and Society Magazine, 31(4), 
18–19.  doi:10.1109/MTS.2012.2225459

Palm, E., & Hansson, S. O. (2006). The case for ethical technology assessment (eTA). Technological 
Forecasting and Social Change, 73(5), 543–558. doi:10.1016/j.techfore.2005.06.002



Public privacy regulations

• complex, vague, and legal language poses significant usability 
barriers

• IT developers tend not to be aware of public privacy policies 

Reidenberg, J. R., Bhatia, J., Breaux, T. D., & Norton, T. B. (2016). Ambiguity in privacy 
policies and the impact of regulation. The Journal of Legal Studies, 45(S2), S163–S190. 
doi:10.1086/688669



Findings to date:

• Persons with IDD are aware of privacy 
issues.

• They adopt adequate protection behaviours 
in real-life settings, which they could 
transfer to the virtual setting of IT use if 
provided with adequate education and 
tools to protect themselves when using IT.

Löfgren-Mårtenson, L., Sorbring, E., & Molin, M. (2015). “T@ ngled
up in blue”: Views of parents and professionals on internet use for 
sexual purposes among young people with intellectual disabilities. 
Sexuality and Disability, 33(4), 533–544. doi:10.1007/s11195-
015-9415-7



Ethical Issues  

•What does informed consent mean?

• Can a person with dementia give consent?
• Situation specific
• Ongoing process

• How can people asking for consent adapt their approach to 
make it appropriate for people living with dementia? 
• Verbal and nonverbal

• Exit strategies

• Alzheimer Europe (2016). The ethical issues linked to the use of assistive technology in dementia care. Available at: 
http://www.alzheimer-europe.org/Ethics/Ethical-issues-in-practice/The-ethical-issues-linked-to-the-use-of-assistive-
technology-in-dementia-care

• AT Dementia (2017). The ethical use of assistive technology. Available at: 
https://www.atdementia.org.uk/editorial.asp?page_id=47

• Essén A (2008) The two facets of electronic care surveillance: An exploration of the views of older people who live with monitoring devices. Social Science & 
Medicine 67 (1): 128-136.

• Martin S, Bengtsson JH, Dröes RM. (2010) Assistive technologies and issues relating to privacy, ethics and security. In Mulvenna MD, Nugent CD, editors: 
Supporting people with dementia using pervasive health technologies, advanced information and knowledge processing. London: Springer-Verlag.

• Novitzky P, Smeaton A, Chen C, Orving K, Jacquemard T, O’Brolchain F, O’Mathuna D, Gordijin B. 2015. A review of contemporary work on the ethics of ambient 
assisted living technologies for people with dementia. Science & Engineering Ethics 21 (3): 707-765.



Surveillance Technologies

• Assistive technologies?

• For whom?

• Respect for autonomy?

• Interested parties?

• Constructing dilemmas that invite technological 
solutions

• Meiland F, Innes A, Mountain G, Robinson, L, van der Roest H, Garcia-Casal JA, Gove D, 
Thyrian JR, Evans, S, Droes R; Kelly F, Kurz A; Casey D, Szczesniak D; Dening T; Craven MP, 
Span M, Felzmann H, Tsolaki M, Franco-Martin M. Technologies to Support Community-
Dwelling Persons With Dementia: A Position Paper on Issues Regarding Development, 
Usability, Effectiveness and Cost-Effectiveness, Deployment, and Ethics. JMIR Rehabilitation 
and Assistive Technologies. 4(1):e1, 2017.

• Neven, L. By any means? Questioning the link between gerontechnological innovation and 
older people's wish to live at home.  Technological Forecasting and Social Change, Volume 93, 
Pages 32-43, (April 2015)



Autonomy, Dementia, and Assistive Technology



Our experience with REBs:
What can be improved?

We applied to 3 REBs in Ottawa.

It took us 2 years to get full approval for all 

data collection in the project.

We received and answered 15 rounds of 

feedback and made 7 amendments.  



Here is a list of the challenges we met,  
followed by our recommendations.

• Some REBS are accepting ethical applications from numerous projects 

even though they do not have the capacity to host their respective data 

collection. In the case of one REB ethical approval process, it took us one 

year to get the final approval, and finally we were told that they ‘’are 

overbooked ‘’. 

• To REB members: Please evaluate your capacity to host any project 

before accepting it for review. 

• The process of ethical approval was too long and complex.

• REBs should invite researchers, (at least for projects over the 

minimum risk) to attend the REB meeting and directly answer 

questions related to his/her projects, as well as obtain additional 

information with regards to feedback. This action could reduce the 

waiting time for REB and researchers’ answers. 



• The REB is focused on the protection of participants, particularly those at 

risk of ethical challenges, i.e. ‘’vulnerable’’. As inclusive researchers we 

are more concerned with the promotion of their autonomy and 

inclusion. 

• REB members should strike a balance between protection and 

autonomy/inclusion promotion. 

• For example, we had received feedback asking us to automatically 

get the consent of a proxy for our participants with cognitive 

impairments. This approach strengthened the wrong idea (that the 

participants with cognitive impairments are unable to give free and 

informed consent without a proxy). We believe that persons with 

cognitive impairments, our targeted participants, and any other 

participants vulnerable to ethical issues, are able to give free and 

informed consent and take active part in research if the right 

accommodations are put into place.



• No REB expressed concerns about the accessibility of the research 

documents. 

• Also, we were criticized for using oversimplified content and layout of 

our recruitment letters and consent forms for participants with 

cognitive impairments.  

• In addition, the templates suggested by the REBs are not adapted to 

the needs of person with cognitive impairments. 

• REB members have to be more conscious of  the need to adapt all 

of the research documents. 

• In our case, we had constructive collaboration with REB members, 

and we convinced them of the need to simplify these documents 

while satisfying the requirements of the REBs.  



• We are working with vulnerable populations and 

surprisingly NO REB required a criminal record check from 

our research team members.

• Criminal record check for the vulnerable sector should 

be required for all the research staff.

• Only one REB required the TCPS-2 and it is the least we can 

ask from the research team to ‘guarantee’ a minimum 

understanding and knowledge of the ethical issues related 

to engaging human beings in research. 

• TCPS-2 should be required for all the research staff. 



• We used the COREB convention and forms. However, some REBS asked for 

further specific documentations. For example, one REB asked for a financial 

statement and TCSP-2, and another REB asked for a permission letter from the 

recruiting agency.

• What is the point of having this convention, if the researchers still have to 

produce different documents for each REB? 

• Perhaps COREB members should harmonize not only the submission 

form, but also the attached documents to be submitted. 

• When no data are being collected on a site and we are applying for the ethical 

approval from the REB of that site (just because of the affiliation of one of the 

researchers), logically we should not undergo a full review. 

• In this situation, can we just undergo an administrative review (not even 

an expedited one)? 

• We send the application with all of the related documents and the 

approval so that they can be added to our files without having to undergo 

a full review and allow the start of data collection as soon as we get the 

approval from the main REB.




